
DIGITALISATION FOR DEVELOPMENT.  A TOOLKIT FOR 
DEVELOPMENT COOPERATION PRACTIT IONERS

INTERNATIONAL PARTNERSHIPS ( INTPA)  

Policy and Regulation
 InfoSheet nº2       

This InfoSheet is part of a series on digitalisation and relevance to EU International Partnerships and development cooperation programmes. 
The Toolkit is designed to provide key definitions, main opportunities and challenges for global development presented by digital transformation, 
case studies and suggested further reading. Learn more on Cap4Dev 

The rapid process of digitalization around the globe touches upon 
economic, social and political aspects. Seizing the vast opportunities 
while avoiding pitfalls is challenging. A global race is ongoing to 
set the Policy and Regulatory frameworks, which will influence 
digital interaction between parties within countries and around the 
globe. In this context, promoting the EU’s value-based and human-
centric approach to digitalisation, will be beneficial to International 
Partnerships as well as strengthen EU global role in building a digital 
cooperation strategies.

Digital technologies pose deep challenges to regulation. They do 
so by blurring the traditional definition of markets; challenging 
enforcement; and crossing administrative boundaries at the 
domestic and international level.1 It is crucial to build solid policies 
and regulations, fit to the dynamics of the digital age and identify 
how the existing frameworks can adapt to them. The rapid evolution 
requires these frameworks to be flexible, addressing threats and 
challenges related to the misuse of digital technologies, while 
encouraging investments and an inclusive technological progress. 
Effective international cooperation should not only focus on 
protecting individual rights and addressing common risks and threats 
in the cyberspace; efforts are also required to create a favourable 
environment for the digital economy to thrive, for example by 
achieving data interoperability2 across regulatory frameworks and 
encouraging the uptake of Artificial Intelligence (AI), while building a 
qualified workforce in line with market needs. 

EU policy-making has been increasingly engaging with the evolving 
digital landscape. Although national and regional priorities, 
approaches and systems may differ, promoting the EU experience 
in regulating digital technologies and interactions between citizens, 
businesses and governments will enable the EU to play a key 
partnership role in countries around the globe.

 

In 2015, the Commission set the Digital Single Market (DSM) 
strategy, with the aim of achieving the EU’s four freedoms – the 
free movement of goods, capital, services and labour – in the online 
world. The DSM strategy was built on three pillars:

	z Access: better access to digital goods and services across 
Europe,     

	z Environment: creating the conditions and a level playing 
field for digital networks and innovative services to flourish,     

	z Economy & Society: maximising the growth potential of 
the digital economy.

The DSM policy areas, which are also relevant to  partner countries 
at the national and regional level, are:  

	z Connectivity: meeting growing connectivity needs, including 
in rural and remote areas and boosting competitiveness,     

	z e-Commerce: making it easier to buy and sell online 
across borders,     

	z Data: creating a competitive data economy within the 
Digital Single Market,

	z Media/copyright: promoting European content and 
providing citizens with more choice and access,     

	z Trust: strengthening trust and data protection, and the 
EU’s capacity to respond to cyberattacks,     

	z e-Government: making it easier for citizens to deal with 
public administrations online.3

With digitalisation being a top priority for the Commission, the 
initiatives and the channels to promote the European way to 
intend digital transformation are multiplying. The new EU 
Digital Strategy4 includes policy priorities that can be followed at 
varying levels in partner countries.  

1 OECD (2019) Regulatory effectiveness in the era of digitalisation.
2 Interoperability is the ability of different systems and services to exchange useful information and use them within and across the boundaries of businesses, organizations and 
governments, without any restrictions.
3 European Commission (2019) A Digital Single Market for the benefit of all Europeans
4 Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions, Shaping 
Europe’s digital future, 19 February 2020, COM (2020) 67 final.

https://europa.eu/capacity4dev/


EU DIGITAL STRATEGY
 KEY OBJECTIVES 

Technology that 
works for people.

	z Advanced digital 
infrastructure

	z Skills, Research & 
Innovation

	z Data protection 
	z Cybersecurity
	z Public funding for 

private investments in 
critical sectors

A fair and 
competitive digital 
economy.

	z Data as key element of 
production

	z Focus on startups and 
SMEs

	z Regulations for online 
services and platforms

An open, democratic 
and sustainable 
society.

	z People-centric digital 
society

	z Better control of 
personal data for citizens

	z More reliable media 
content
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The EU promotes a value-based and human-centric approach, 
leading to an inclusive and fair digital transformation while reducing 
the impact of the challenges and threats of digital transformation. 
This includes the promotion of the respect of human rights in an 
open, safe and free internet and the promotion of democratic 
principles and transparency in the use of digital technologies. In 
other words, ensuring that off-line rules and principles are effectively 
also applied online. 

With the new Digital Strategy, the EU aims at strengthening its 
global role towards building a Global Digital Cooperation Strategy, 
by:

	z Becoming a global role model for the digital economy, 
	z Supporting developing economies throughout digital 

transition,
	z Promoting its digital standards internationally.



Data: Policy and regulatory environments 

The role of EU Delegations in supporting partner countries in 
integrating data protection into their policy and regulatory 
frameworks can greatly benefit from intra-European experience on 
developing relevant strategies.5 

The assumption is that, if pooled together and used correctly, the 
unprecedented and ever-increasing amount of data being generated 
can lead to completely new means and levels of value creation for 
individuals, governments and businesses. 

Most partner countries lack adequate policies and regulations 
governing data, often neglecting the consequences of data misuse 
for citizens’ rights, as well as missed opportunities for country 
development coming from the free flow of public data. It is therefore 
crucial to support policymakers and regulators to develop the right 
frameworks governing the collection, use and sharing of personal 
data6 and non-personal data.7,8

Legal and regulatory frameworks that make non-personal data 
available for the development of services, including eGovernance, 
while ensuring personal data protection, are essential in any country 
willing to both take advantage of technology advancements and 
protect its citizens from them. Only 50% of countries in Africa have 
completed drafting laws that regulate to some level the collection, 
use and sharing of personal data. In Asia-Pacific, these amount 
to 57%, while in Latin America and the Caribbean the percentage 
rises to 63%.9 EU Delegations can play a key role in supporting 
partner countries in developing and enforcing flexible and adaptive 
frameworks that establish legal and regulatory frameworks for data 
that prove accountable, secure and responsible. 

eGovernance will be the main topic of one of the next 
Infosheets in this Series.

 GENERAL DATA PROTECTION REGULATION (GDPR) 

Enhanced protection of personal data
For example: name, address, location, health records, 
transactions, cultural preferences and more.

	z Explicit consent required for data processing
	z More information on how data is processed
	z Notification of data breaches to authorities and 

affected individuals
	z Stricter safeguards for transfers of personal data 

outside the EU
	z Better control by citizens of their data

Better opportunities for business

	z A common set of rules
	z Level playing field for EU and non-EU 

companies doing business in the EU
	z Risk-based approach, tailoring obligations to the 

respective risks
	z Enhanced consumer-focused mindset, leading 

to increased trust

 IN 1 HOUR: 

 

33 million 
Tweets sent

311 million  
YouTube videos 
viewed

10.6  billion 
Emails sent

3.7 million 
Instagram 
photos 
uploaded

18.2 million  
Skype calls

371,4 million 
GB of Internet 
traffic

312 million 
Google 
searches

Source: InternetWorldStats, 26 October 2020 

Source: REGULATION 2016/679,
 GDPR, 27.04.2016, Brussels
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5 Communication from the Commission to the European Parliament, European Strategy for Data, 19 February 2020, COM (2020).
6 REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
7 REGULATION (EU) 2018/1807 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 14 November 2018 on a framework for the free flow of non-personal data in the 
European Union
8 Personal data is any information that relates to an identified or identifiable living individual, which needs to be subject to protection and privacy. Non-personal data is 
information that cannot be traced back to an identified or identifiable living person. Collecting, using and sharing of non-personal data is considered vital for the data economy to 
unleash its full potential. 
9 https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-Legislation/eCom-Data-Protection-Laws.aspx

https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-Legislation/eCom-Data-Protection-Laws.aspx


Ensuring data protection by design and data protection 
by default

The GDPR encourages companies and organisations to implement 
technical and organisational measures at the earliest stages of the 
design of the processing operations, in such a way that safeguards 
privacy and data protection principles right from the design 
phase (‘data protection by design’). Companies and organisations 
should also make sure that personal data is processed with the 
highest privacy protection, for example by only processing the 
necessary data and storing the data for a short period, so that 
by default personal data is not made accessible to an indefinite 
number of persons (‘data protection by default’). For example: 

Data protection by design

The use of pseudonymisation (replacing personally identifiable 
material with artificial identifiers) and encryption (encoding 
messages so only those authorised can read them).

Data protection by default

A social media platform should be encouraged to set users’ profile 
settings in the most privacy-friendly setting by, for example, limiting 
from the start the accessibility of the users’ profile so that it isn’t 
accessible by default to an indefinite number of persons.10

Data and AI will be the main focus of one of the next 
Infosheets of this Series.

Item  DG Description 

EU Digital Strategy:
Shaping Europe’s Digital Future

CNECT 
The EU’s digital strategy aims to make the digital  transformation work for 
people and businesses, while helping to achieve its target of a climate-neutral 
Europe by 2050.

EU Digital Single Market CNECT
The Digital Single Market designates the 2014-2019 strategy of the European 
Commission for the best possible access to the online world for individuals 
and businesses.

EU Data Strategy CNECT The European strategy for data aims at creating a single market for data that 
will ensure Europe’s global competitiveness and data sovereignty.

White Paper on AI CNECT
The White Paper proposes measures to streamline research and increase 
investment for AI, as well as policy options for a future EU regulatory 
framework on AI applications.

General Data Protection 
Regulation (GDPR)

JUST
The GDPR is an EU data privacy regulation designed to ensure that companies 
operating in the EU, wherever they are based, comply with user rights when 
collecting and processing personal data.

Regulation on the free flow 
of non-personal data

CNECT The Regulation promotes free movement of non-personal data across Europe.

Connecting Europe Facility 
(CEF) Digital

CNECT
CEF offers various reusable Digital Service Infrastructures (DSI), known as 
Building Blocks, basic capabilities to facilitate the delivery of digital public 
services across borders and sectors.

Electronic Identification 
Authentication and Trust 
Services (eIDAS) 

CNECT

eIDAS are key enablers for secure cross-border electronic transactions and 
central building blocks of the DSM. E-IDAS enable secure and seamless 
electronic interactions between businesses, citizens and public authorities; 
providing certainty on the legal validity of all these services.

Radio Equipment Directive 
(RED)

GROW

RED regulates a single market for radio equipment by setting essential 
requirements for safety and health, electromagnetic compatibility and the 
efficient use of the radio spectrum. It also provides the basis for further 
regulation on privacy and personal data protection, interoperability, access to 
emergency services.

EU Cybersecurity Act CNECT

The EU Cybersecurity Act establishes an EU-wide cybersecurity certification 
framework for digital products, services and processes, it reinforces ENISA 
and complements the Directive on Security of Network & Information Systems 
(NIS Directive)

5G Toolbox CNECT

Based on the EU coordinated risk assessment of 5G networks security, the 
toolbox lays out a range of security measures, to ensure secure 5G networks 
deployment across Europe. It sets out detailed mitigation plans for each of the 
identified risks and recommends a set of key strategic and technical measures 
to be taken by all Member States and the Commission.

Covid-19 Toolbox CNECT

The Toolbox focuses on two dimensions: a pan-European coordinated 
approach for the use of mobile applications for social distancing measures, 
for warning, preventing and contact tracing; and a common approach for 
modelling and predicting the evolution of the virus through anonymised and 
aggregated mobile location data.

 Selected EU Digital Policies, Standards and Regulations
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10 REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). 

POLICY FIRST

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/shaping-europe-digital-future_en
https://ec.europa.eu/digital-single-market/en/policies/shaping-digital-single-market
https://ec.europa.eu/digital-single-market/en/policies/building-european-data-economy
https://ec.europa.eu/info/law/law-topic/data-protection/data-protection-eu_en
https://ec.europa.eu/digital-single-market/en/free-flow-non-personal-data
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL
https://ec.europa.eu/digital-single-market/en/trust-services-and-eid
https://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/red_en
https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-act
https://ec.europa.eu/digital-single-market/en/towards-5g#:~:text=To%20ensure%20early%20deployment%20of,urban%20areas%20and%20along%20main
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_626
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020DC0067
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:52015DC0192
https://ec.europa.eu/info/sites/info/files/communication-european-strategy-data-19feb2020_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1807
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013R1316&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32014L0053
https://eur-lex.europa.eu/eli/reg/2019/881/oj
https://ec.europa.eu/digital-single-market/en/news/secure-5g-deployment-eu-implementing-eu-toolbox-communication-commission
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32020H0518&qid=1592234506362&from=en
https://ec.europa.eu/info/sites/info/files/commission-white-paper-artificial-intelligence-feb2020_en.pdf


 CASE STUDY 
Kenya‘s Data Protection Law

Kenya is one of the most connected countries in Africa. It is home 
to a growing number of start-up incubators, an extensive internet 
infrastructure, and a long-standing innovation ecosystem that, 
when combined, offer optimal conditions for digital engagement.11 
Furthermore, Kenya’s digital profile has been raised by several 
effective digital solutions. These include: M-Pesa, the most popular 
digital financial service used to pay for goods and services on and 
offline in Kenya and several other African countries; Ushahidi, a 
crisis mapping tool; and the iHub, a pioneering innovation space 
for the technology community in Kenya. Kenya’s digital boom has 
created vast opportunities with great investments coming in, whilst 
generating significant threats to the nation and society in terms 
of  misuse of personal and non-personal data.12 The great lack of 
data privacy protection has had a considerable impact in Kenya’s 
digital rights landscape, resulting in institutional corruption. Many 
Kenyans have been subject to various forms of privacy violations, 
with increasing cases of mobile and online fraud, often targeting 
users of M-pesa. 

In 2019, the Kenyan President Uhuru Kenyatta approved the country’s 
first data protection law which has been modelled around the GDPR, 
complying with EU legal standards13 and aims to strengthen external 
interests in the nation’s digital revolution. The new data protection 
law governs how consumer data can be collected, shared and 
stored14. An independent office will be established, to investigate 
any violations and enforce a maximum fine of 3 million shillings (ca. 
EUR 25,000) or a 2-year jail sentence.15 

The legislation will have momentous and extensive impacts as Kenya 
continues to maintain one of the highest rates of data/internet users 
in Africa, reaching 52.0 million in 2019 with 99.3% accounting for 
mobile data subscriptions.16 Already, Amazon Web Services (AWS), 
a secure cloud services platform, has declared it will be expanding 

its operations and setting up an ‘edge location’ site in Nairobi, which 
will be its first outside South Africa.17 Furthermore, the government’s 
plans to digitize citizens’ identities, which has previously come under 
widespread criticism, could now benefit from the more stringent and 
secure data protection legislation. 

Across the continent, there are concerns that prevailing tech 
companies such as Facebook and Google are collecting consumer 
data in Africa unrestrictedly and unchallenged. Kenya’s new 
legislation is setting the standard for the African continent as a 
whole. 

 CASE STUDY 
The Philippines’ Innovative Startup Act

In the last years the Philippines has developed policies enabling a 
strong push towards digital transformation. 

The most representative is the 2019 Innovative Startup Act, a 
promising step taken by the government to increase both national 
business prosperity and international attractiveness. The Startup Act 
is aimed at supporting startups and start-up enablers by providing 
subsidies for business registration fees and advisory services, as 
well as priviledged regulations prioritizing startups interested in 
providing state services. 

Secondly, the Act provides a possibility to receive business travel 
grants for international exposure. The policy created special start-
up visas for foreigner investors and employees, as well as special 
business permits for Filipino startup executives.  The Act further 
sets up a a Startup Venture Fund, as well as a dedicated grant 
fund for research and development, training, and expansion plans. 
Additionally, the Government provided subsidies for the use of office 
spaces, equipment, and repurposed government spaces.18
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11 DW Akademie, A tale of two Kenyas: digitalization has brought change but not always for the better.
12 Reuters. Kenya passes a data protection law crucial for tech investments.
13 Blog: GDPR: will it be the global standard for data protection?
14 Keen, J. Kenya Passes Data Protection Law Inspired by GDPR.
15 Ibid.
16 EC. Migration and Home Affairs.
17 Keen, J. Kenya Passes Data Protection Law Inspired by GDPR.
18 Republic of the Philippines, Republic Act no. 113371, An Act Providing benefits and Programs to Strengthen, Promote, and Develop the Philippine Startup Ecosystem
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