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[bookmark: 1.3_______________Definitions,_Acronyms_]
[bookmark: _Toc413422589]Glossary and lexicon
	CSS
	Cascading Style Sheet. 
Language used for describing the look and formatting of a document written in HTML (a webpage).

	DPC
	Data Protection Coordinator

	DPO
	Data Protection Officer

	ECAS
	The Commission's Authentication Service. It is the system for logging on to a whole range of web sites and online services run by the Commission.

	JavaScript
	Programming language, most commonly used as part of web browsers, whose implementations allow client-side scripts to interact with the user, control the browser, communicate asynchronously, and alter the document content that is displayed

	Scalability
	- Ability of a system to handle a growing amount of work in a capable manner 
- Ability to be enlarged to accommodate that growth

	UI
	User Interface




[bookmark: _Toc413422590]Requirements

[bookmark: _Toc413422591]Priority definition
The requirements described in this document are associated with a priority following the MoSCoW scale: Must (essential), Should (high-priority), Could (desirable), Won't/Would (not required for the moment but nice to have in the future).

[bookmark: _Toc413422592]Business need: user interface
The user interface (UI) must be clear and user-friendly, aiming at supporting data quality (Must): 
· clear messages and field names written for the user;
· guidance for correct encoding provided from the interface (e.g. wizards, hints, hover text);
· application of elementary validation rules on encoded data;
· clear codes (reference data) supporting data encoding and provided to the user at the right moment considering the encoding context and business rules.

Interactions with the system are dynamic and real-time (use of auto-complete, responsive UI components, drag & drop features, etc.).Must

Good practices will be applied in order to make the user experience efficient (reduced waiting times between interactions), for example:
- application of well-known guidelines for efficient page design (e.g. CSS & JavaScript located at the right places in the page);Must
- batch processing of documents to transfer, upload or download.Could

Application of well-known UI design patterns, EC UI guidelines and standardized look-and-feel. This is essential in a context of reuse of and interoperability with other systems. Must

Support for multi-lingual interface (especially useful for external users, like local partners), with a provision for 2 languages (English, French, with English as fall-back solution when a translation is not available).Should

The system will allow configuration of a number of personal settings, typically found in modern information system: start page or favourite pages, frequency of email notifications, UI language, some control on the layout (e.g. for local portfolio views or local programme dashboards).Could

The user interface will fully work on Firefox, as preferred web browser, considering its use by external stakeholders, who will not be forced to use a commercial web browser. Must
The user interface will be tested on Internet Explorer. Should

[bookmark: _Toc413422593]Business need: use on mobile platforms
The design of the system should anticipate its use from mobile platforms. In many sectors, the mobile devices (tablet and smartphones) already form the majority ofplatformsused for accessing web applications. Adding mobile features and taking into account mobile constraints after the main architecture has been built will be too expensive.

Foreseeing a user interface that is suitable for mobile device (e.g. small form factors and touch screens), or that adapts itself when detecting a user from a mobile system, is a must. Must

Anticipating the use of following features is desirable:
· Geolocation: make provision for registration of coordinates, location tagging, etc., allowing for example to show an operational officer visiting a programme data related to his location (local partners, programmes in the area, etc.). Should
· Multimedia features of mobile devices (e.g. possibility to take pictures or videos from the mobile devices and link it to the system).Should

[bookmark: _Toc413422594]Business need: performance, scalability and extensibility
The order of magnitude of the number of users is:
· A significant part of DEVCO staff (HQ & Delegations); about 2500 users;
· users from DG NEAR (HQ & Delegations), ECHO, FPI: about 1000 users;
· alarge number of external users (Member States, partners, international organisations, etc.): probably in the order of magnitude of the above two categories.
A significant part of these users will interact with the system at the same time.

Response times of the system should be short, in both HQ and Delegations.Must

Data entered in the system are immediately available for further processing or view by the data encoder and related stakeholders.Must

The need for decent response times in Delegations where connectivity is an issue and Internet connection is slow, will not impact the usability features necessary for the majority of the users, benefitting from high bandwidth networks. Must

Data exchanged with low bandwidth Delegations or users will be analysed and appropriate measures will be applied: e.g. data in forms instead of in attached documents, electronic validation/signatures instead of scanned signed documents.Must
Special attention will be dedicated to context of unreliable connectivity and mechanisms should support an efficient encoding of data that avoids an important loss of data when the connection fails. Should
Mechanisms for offline use of the system can be considered in those cases, without them becoming new parallel systems.Could

In all cases, good practices will be applied for reducing the size of exchanged data and messages (e.g. minified JavaScript code, compressed data, caching, high-performance UI components). Must

Changes are expected, in terms of actors, organisation charts, regulations, ways of working, etc. The system should be designed to be change-proof, by using architectural components that make adaptation and extension easy (e.g. workflow engine and service-orientation). In particular, extension of the system for use by external stakeholders (e.g. procurement in indirect management) will be gradual, but the system should be designed in view of a large number of such users. Must

[bookmark: _Toc413422595]Business need: availability
The system will be available 24 hours a day, 7 days a week. Must

The system must be directly accessible by all people involved in the supported processMust

Affordable down time (in case of breakdown or a serious issue): less than 1 day.

The system will be available in all time zones and support the constraints of collaborative work between users in different time zones.Must

[bookmark: _Toc413422596]Business need: security
The appropriate security measures will be based on the security analysis process and standards recommended by DG HR and DIGIT[footnoteRef:1] (business impact and assets analysis, risk assessment and implementation of security measures). This will include the security of the operational system itself and of the mechanisms used for interoperability with other systems (e.g. appropriate web service security).Must [1: https://myintracomm.ec.europa.eu/corp/security/en/itsecurity/infosyssecpolicy/pages/policylegislation.aspx] 


Particular attention will be dedicated to the specific context of availability and use of the system by external users (for access to or encoding of data).Must

Authentication of users (and Single Sign On): supported by ECAS.Must

Authorization: aligned with the user categories defined in the functional requirements.Must

Confidentiality
· use of HTTPS whenever possible, especially for access by external usersShould
· encryption of critical data like applications, offers, etc. described in the procurement and calls for proposals requirements. Must
· specialanalysis and treatment willbe foreseen for confidential programmes. Must
· specialanalysis and treatment will be foreseen for personal data (in the framework of the DPO rules).Must

Integrity: special attention will be paid to the protection of the integrity of critical data like applications, offers, etc. described in the procurement and calls for proposals requirements, from the production of the data or documents to their consumption by the end-user. This will be achieved by the application of well-known secure mechanisms like a digital signature or a secure hash. Must

Privacy issues will be considered when dealing with individual data (e.g. experts or external users) and the use of the system from mobile devices.Must

The good practices of secure software development will be applied[footnoteRef:2] (e.g. protection against code injection, especially critical for the use of the system's user interface or services by external users or the parts of the application that are open to external users).Must [2:  See the document "Web applications secure development guidelines", DIGIT, 2014] 


[bookmark: _Toc413422597]Business need: integration with secondary systems
When considering interoperability, the objective should be the limitation of the number of user interfaces a standard user will have to deal with. 

Seamless reuse of information systemsshould be applied whenever possible: unique user interface and reuse of functionalities implemented in other systems "behind the scenes" (ideally supported by web services).Should

If a seamless reuse is not possible, harmonized user interface styles (see related requirements in the "user interface" section above), common terminology and semantics should be applied.Should

The bottom line is to eliminate any re-encoding of data in multiple systems.Must

[bookmark: _Toc413422598]Business need: data protection rules
The data protection rules[footnoteRef:3]will be implemented, in collaboration with DEVCO's Data Protection Coordinator. Data protection will be implemented through built-in mechanisms (e.g. confidentiality, application of deletion rules, access rights) or statements (e.g. privacy statement, written consent, disclaimer).Must [3: https://myintracomm.ec.europa.eu/serv/en/dpo/Pages/index.aspx] 


This is especially critical when dealing with external users (data about users and access to internal data) andknowledge and learning development components related to individuals (expert database, received CV, etc.). This will apply to external publication of data and internal creation and sharing of data.

[bookmark: _Toc413422599]Next steps
Area for further investigations:
· Alignment of the availability requirements (in particular: affordable down time) with the constraints established in the framework of the business continuity plan.
· High-level assets and risk assessment to be started for defining the security measures to foresee.
· Clarify what could reasonably be expected from offline solutions for low-connectivity Delegations in a cost-efficient way. Improving the situation of the few places where Internet access is really an issue might be a cheaper solution that developing mechanisms or systems for these environments. Improving the connectivity situation will benefit all EC information systems or IT tools used in these Delegations, not only the new operational information system.
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